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3 Steps to Ensure
Payments Security

How to securely accept
digital payments
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Introduction

If we were to make a list of everything that

has changed in our lives since March 2020,

we'd probably start with the social impact. We
temporarily had fewer in-person interactions,
bought more items online instead of in-person and
subscribed to more streaming services than we
probably ever imagined. Some of these changes
subsisted.

But take a closer look at these social changes and
you'll notice that payments are embedded in many
of these changes. When we couldn't meet in person,
we bought subscriptions to video conferencing
platforms. When we couldn’t or didn't want to go
into stores, we used contactless or digital payment
methods to limit contact. And when we had nothing
else to do, we signed up to watch content from
video streaming providers.

With this seismic change in payment preferences,
the consumer shift to digital payments
(encompassing online and mobile payments) is
likely here to stay, if not increase at a steady pace.
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The Global Digital Payment Market is expected
to reach $ 12.55 trillion by 2027." And there are
multiple reasons why consumers have and will
continue to embrace digital payments:

Ease of use—A key reason why U.S. consumers
prefer to transact with merchants with digital
payments capabilities is the ease of use and
convenience. Over 28 percent of Generation

Z prefers to use digital payments for this
reason, and over 23 percent of Generation Y
(millennials).

Security—Unlike cash, digital payment
methods have built-in security features
like tokenization and encryption to secure
consumer payment information.

Consumers also have the choice to make digital
payments on a variety of digital channels from

their mobile devices and can choose what works
best for them.
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While digital payment channels have made it easier
and safer to conduct transactions, information
security is another story. As the rapid uptake of
digital payments has increased, so has fraud.

In fact, over 75 percent of companies have

suffered some form of digital payment fraud.?

At a micro level, every dollar in fraud results

in an average of $3.60 in losses for merchants.*
At a macro level, 65 percent of organizations
were victims of payments fraud attacks/attempts
in 2022.°

Consumers are also losing money. In 2023, the
average loss per consumer was $3,685.% Although
consumers have quickly adopted online shopping
and payment methods, over two-thirds of them
believe that shopping online has “put them at a
higher risk of fraud,” and over 50 percent have
reported being a victim of digital payment fraud.”

But customers aren't just losing money—they're
losing trust in companies as well, especially when
they try to pay on mobile channels. U.S. retailers
have seen a threefold increase in mobile fraud, and
U.S. e-commerce companies have seen a nearly
eightfold increase in mobile fraud. For example,
some users of peer-to-peer (P2P) apps like Venmo
and Zelle have lost hundreds of dollars through
online money transfers to unknown scammers.?
When these consumers reached out to P2P
payment processors to get their money back, they
had trouble recouping their losses, since these
payment transactions occur instantly.
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With 25 percent of merchants having trouble
implementing payment security solutions, and 31
percent of North American merchants struggling to
offer emerging payment types, it's time to level up
payments security.® Read on to find out the three
steps merchants can take to maintain cash flow
from digital payments while keeping consumer
information and payments secure.

CUSTOMERS AREN'T JUST LOSING
MONEY—THEY'RE LOSING
TRUST IN COMPANIES AS WELL,

ESPECIALLY WHEN THEY TRY TO
PAY ON MOBILE CHANNELS.
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STEP 1:
Understand Compliance
with Key Industry Standards

It may sound cliché, but one of the best defenses
against online payments fraud is a good offense.
And part of that offense is an understanding of
the standards and procedures that are in place to
prevent fraud. Once companies know what they're
up against, they can better prepare themselves to
stop fraud before it starts.

Compliance with these standards can help

form the foundation of a payment security and
fraud prevention program. Companies with a
fraud program in place reduced their expenses
responding to fraud by over 40 percent.®
Familiarizing yourself with key industry bodies and
standards like the Payment Card Industry Data
Security Standard (PCI-DSS), International Standards
Organization (ISO) and National Automated
Clearing House Association (Nacha) can help
companies and merchants defend themselves and
their customers against fraud.

PCI-DSS

PCI-DSS is the Payment Card Industry Data

Security Standard, with the goal of protecting
cardholder data and maintaining payment security.
While 59 percent of in-person payments are with
cards, consumers can also store their credit card
information online for automatic payments or enter
it for one-time payments."’
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Any organization that processes card payments
needs to comply with 12 PCI-DSS requirements,
including but not limited to:

= Protecting stored account data

= Encrypting transmission of cardholder
data across open, public networks

= Developing and maintaining secure
systems and software

= Restricting access to cardholder data

= Regularly testing security systems
and networks'

Organizations have three ways to ensure they are
PCI-compliant. The first option is to conduct their
own PCI compliance assessment by using the forms
located on the PCI Security Standards Council
website. The second option is to work with a third-
party qualified security assessor (QSA) approved by
the PCI Security Standards Council and then provide
a copy of your Attestation of Compliance and Scan.

However, the most convenient option for companies
and merchants is to participate in a payment
provider’s PCI-DSS compliance program to
streamline the compliance validation process. Look
for payment platform providers who work with both
an Approved Scanning Vendor (ASV) and a Qualified
Security Assessor (QSA) for the card associations.

March 2024 marks the beginning of PCI DSS version
4.0 application, and you should make sure your
compliance goals and processes are up to date with
the latest standard.
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ISO

The International Standards Organization (ISO)
develops global best practices and processes for
businesses to follow, ranging from food safety to
energy management to IT security. For businesses
processing secure customer information (like
payment information), the ISO 27001 standard

is especially important.

That standard provides “requirements for an
information security management system...
enabl[ing] organizations of any kind to manage
the security of assets such as financial information,
intellectual property, employee details or
information entrusted by third parties.”

At a high level, ISO 27001 requires organizations
to complete an annual assessment of their physical
and in-person security procedures. For companies
accepting payments, this helps them ensure that
their customers' sensitive financial data is secure
not just in person, but also on-premises.

STEP 2:
Deploy the Right Payments
Security Technology

Deploy the Right Payments Security Technology
Deploying the right payments security technology
not only ensures compliance—it also ensures that
your customers’ private data remains secure. But
as technology advances, so do methods of fraud.
Several payment security technologies offer
robust protection against bad actors.
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National Automated Clearing House Association
(Nacha)

Nacha facilitates the administration, development
and government of the ACH network, which is the
linchpin for the electronic movement of money in
data in the United States. In 2023 alone, more than
$31 billion moved across the ACH network.™

As the facilitator of a vital network, Nacha regularly
updates its standards through periodic rule changes
to more efficiently govern the ACH network. By
creating new rules while also establishing the roles
and responsibilities of participants in the network
ecosystem, Nacha fosters a safe and innovative
environment for the payments industry.

End-to-End (E2E) Encryption

How It Works

E2E encryption protects data as it travels across

a network by encrypting data through a random
alphanumeric code. The data can only be decrypted
when it reaches its final destination through the
use of a private key.

Why It's Important

This method provides superior protection

because the encryption key is housed only at

the final destination. Even if the data were to be
intercepted during transmission, the random code
would be worthless without the encryption key.
Additionally, E2E encryption can be used alongside
digital platforms that support point-of-sale (POS)
transactions and IVR phone payments.
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Hash Signatures

How It Works

A hash signature is an algorithm-generated, fixed-
length combination of numbers and letters and is
encrypted through a private key known as a digital
signature.’™ At checkout, a hash signature is needed
for authentication.

Why It's Important

Hash signatures play a crucial role in confirming
that a key matches a specific individual or entity.
This adds an additional level of security and can
prevent instances of mistaken identity or fraud.

Tokenization

How It Works

The tokenization process involves replacing data,
such as bank account numbers or credit card
information, with a randomly generated stand-in
with no relationship to the original data. Critically,
the token retains no value throughout the process.

A payment gateway provider stores the actual
sensitive data in a virtual vault and issues tokens

in its place. Tokens can only be exchanged for
payment data during the transaction authorization.

Why It's Important

With tokenization, there’s no need for merchants or
organizations to store sensitive data. This protects
organizations in the event of a data breach, as any
stolen materials are inherently valueless. Only the
payment process can exchange tokens for actual
data, ensuring external and internal protection.
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Multi-Factor Authentication (MFA)
How It Works

Multi-factor authentication is a popular method to
verify identities by requiring two or more types of
information from a user.'® For example, a user
might log into a site with their username and
password, then receive a text with a PIN code to
enter for additional verification.

Why It's Important

MFA makes it harder for hackers or fraudsters to
access your customers’ data, even if they have a
username and password. It adds an extra layer
of security that deters or delays attackers.
Microsoft believes that 99.9 percent of
compromising attacks can be prevented
through the use of multi-factor authentication."’
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STEP 3:
Offer Secure
Payment Methods

Customers expect their data to remain secure through
the transaction process. They also expect to be able

to pay through their payment method of choice. As
discussed, there has been a significant shift toward
digital payments. Digital-payments penetration
increased to 89 percent in 2022. Additionally, the share
of respondents who report using two or more forms
of digital payments has grown even more rapidly—
from 51 percent in 2021 to 62 percent.'® To satisfy
customer demands, it's valuable to offer a wide range
of secure payment methods.

EMV Cards

Many new credit and debit cards come embedded
with EMV chips. As opposed to traditional swiping,
EMV cards are inserted into a terminal. The chip
creates a unique transaction code with each
purchase, protecting against potential fraud.

There are now 2.4 billion active EMV chip cards

used for credit and debit payment at 37 million EMV
acceptance terminals deployed around the world.™
As EMV cards are now the most common type of card,
customers expect this method to be widely available.

Contactless Cards

Contactless cards let consumers make payments
without needing to enter a PIN, swipe a card or
sign to approve a transaction. Often enabled by
radio frequency identification (RFID) technology,
contactless card payments can be used at point-
of-sale terminals. The total value of contactless
payments leapt 49.7 percent in 2022.2° Today, more
than half of Americans now use at least one form of
contactless payments.”!

Since the COVID-19 pandemic, individuals have
become increasingly aware of their personal hygiene
in public areas to ensure their personal safety. This
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habit is likely to become ingrained. Additionally,
accepting contactless cards provides another simple
way for customers to pay safely and quickly.

Card on File

Having a card on file allows customers to add and
save a payment method at any time and without
needing to manually enter payment details every
time. Customers can securely save a variety

of payment methods, including credit and debit
cards and bank accounts, for either online

or in-person transactions.

One industry survey found that 30 percent of
consumers will abandon their purchase if they are
asked to re-enter their payment information.?

By having their information securely saved on file,
customers are more likely to complete transactions
and purchases. Additionally, having their card on
file is ideal for recurring payments for monthly
payments such as utilities, communications and
subscription charges.

Mobile Payments and Apps

Mobile payments include any transactions

made from a portable device, most commonly
smartphones and tablets. These mobile apps store
payment card information or allow consumers

to transfer money to other users from their bank
accounts. Popular mobile apps include Apple Pay,
Google Pay and PayPal.

While mobile payments were initially more

popular in Europe and Asia, they have experienced
significant growth in North America. Forty-three
percent of U.S. smartphone users use mobile
payments, the most popular mobile payment app
being Apple Pay.2 Mobile payments are not only
easier for consumers, but they are also significantly
safer. Individual security codes are created by the
provider for each transaction, making them easier
to track and verify.?
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Interactive Voice Response (IVR)

An IVR solution allows customers to make payments

over the phone. The IVR walks customers through
their options, providing an interactive option for
customers to pay at their convenience. As an
automated service, it adds an additional layer of
security when processing payments over the phone,
reducing the likelihood of agent error.

Hosted Payment Pages

On a hosted payment page, a third-party vendor
accepts digital payments and is responsible for the
total payment process, including data protection
and security. Having a hosted payment page
provides a safe and compliant method to process
online payments. Additionally, it ensures that
customers enjoy a seamless payment experience.

A recent report from Paysafe showed that 76
percent of businesses have noticed that customers
are opting for more secure payment methods
online when possible.?> To generate revenue,
organizations need to be able to securely accept
payments on a hosted web page. The economic
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incentive is clear: it's estimated that cross-border
ecommerce sales will skyrocket to an impressive
$3.3 trillion in 2028.%°

NEXT STEPS

As digital payment uptake increases, so
does the importance of payment security
to protect against fraud. By understanding
and adhering to key industry regulations,
organizations can prevent fraud before
processing a payment. It’s also important
to deploy the right payments security
technology to bolster security efforts and
offer payment methods that keep customer
data secure.

For digital payments to be lucrative, they
must be safe. By following the three steps
to ensuring payment security, organizations
can make the most out of digital payments.
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Global Digital Payments Market Size and Forecasts 2022-2027: The Future of Digital Payment Is Frictionless - ResearchAndMarkets.com
February 17, 2022 05:19 AM Eastern Standard Time
DUBLIN--(BUSINESS WIRE)--The "Digital Payment Market, Size, Global Forecast 2022-2027, Industry Trends, Impact of COVID-19, Opportunity Company Analysis" report has been added to ResearchAndMarkets.com's offering.

“Digital Payment Market, Size, Global Forecast 2022-2027, Industry Trends, Impact of COVID-19, Opportunity Company Analysis”
Tweet this
The Global Digital Payment Market is expected to reach US$ 12.55 Trillion by 2027, growing with a CAGR of 10.9% during 2021-2027.

Recently, digital payment has made its application in various industries like banking & financial sectors, hotels & restaurants, ecommerce, retail, corporate sectors, public sectors, healthcare, and transportation & telecommunication, hence making the services procured in the industries faster, easier, and more secure for parties involved in the transaction. Remarkably, the millennial population across the world is more inclined towards a redefined online payment solution.

COVID-19 Impact boosted the Global Digital Payment Market:

Globally, COVID-19 has imposed significant limitations on people's lives. This has also altered payments made, driven by lifestyle changes. Digital payment soared as word spread through family, friends, and campaigns worldwide. Therefore, across the spectrum, people found ways to live, work, transact and discover the uses of online transactions. Online payment has been providing the backbone for people to access their funds as they need it amidst the pandemic.

The Emerging Methods of Payment Systems:

Globally, consumers are more inclined towards checkout processes working as fast as possible and helping to avoid long lines. Further, allowing businesses to adopt online payment systems to increase sales, reduce costs and boost profits in the long run. As per the analysis, some of the most significant emerging payment methods include credit cards, e-wallet, debit cards, charge and deferred debit cards and bank transfers. The Global Online Payments Market was US$ 6.75 Trillion in 2021.

Regional Outlook of Digital Payment Market:

Asia Pacific is currently the global leader in the digital payments industry. The APAC region is projected to generate high revenues and remain a strong contender in the race to a truly cashless society. Contrarily on the other side of the globe, North America has a sophisticated and mature digital payments market, and the traditional cash infrastructure is now witnessing a decline in bank branches and ATMs, further demonstrating North America's move away from cash.

In addition, Europe, the Middle East, Africa, and Latin America are also predicted to be within the top regions in the global digital payment industry, with most of the infrastructure being developed. Besides, Europe, Finland, Sweden, and the UK are likely to be some of the country's leading the way to a cashless society widely adopting online payments.

Key Market Players in the Digital Payment Industry:

Globally, different vital companies are offering digital presentment and payment solutions. The key companies are working relentlessly to provide solutions that are beneficial for parties involved in the industry. Remarkably, the key companies are also exploring the scope of digital payment to identify the trends that can change the future of electronic payments. The report covers Paypal Holdings Inc., Visa Inc., Mastercard Incorporated, Amazon.Com Inc. and Alphabet Inc. as some prominent players that have developed a payment solution for the future and are running the market with its solution.

The Future of Digital Payment Is Frictionless:

Digital payments have evolved tremendously over the past few years. As per the analysis, global digital payment are expected to have a very bright future. In the coming future, industries using online payment will have the ability to stay ahead of the latest trends in the dynamic landscape of payment systems. Besides, industrial applications failing to use innovative digital payment technology that keeps up with consumer demand is expected to hurt sales and leave their business falling behind.
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For more information about this report visit https://www.researchandmarkets.com/r/i4hv9o
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