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P2PE Manager overview

P2PE Manager is a web-based management system provided in conjunction with Bluefin’s
P2PE solution. P2PE Manager assists merchants in chain of custody management required for
PCI compliance

Bluefin P2PE Manager portal provides the below features at a high level.

e Checking in new devices

e Creating new users and locations

e Managing PCI P2PE chain of custody

¢ Changing state of device

e Conducting annual PCI device attestations
e Reporting capabilities

Terminology

Key terms used throughout this guide are defined below:
A partner is an entity that resells devices and services to merchants.
A client is the end user (merchant) who uses devices to process transactions.

Locations can be based on physical location (Atlanta Office, Chicago Office) or internal
departments (Front Desk, Cafeteria, Gift Shop). Locations can be used to “partition” a client.

A custodian is the person who takes responsibility for device compliance (and not necessarily
the primary person interacting with the device.)
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Portal access

URL

https://bluefin.p2pemanager.com/login

Logging In
Once you are added as a user in Bluefin P2PE manager, you will receive a system-generated
Welcome email with your username.

If you have not received an email to register, please contact
PHONE: 866-290-5400 Option 5
EMAIL: customerservice@forte.net

PE Manager is Bluefin's online portal for managing chain of custody and activation status of your point-to-paint
encryption devices. Please click the link below to setup your password. Additionally, you will receive an email
notification from Bluefin Demo's Client Service with implementation instructions for the POS system

USERNAME: username
URL: https://staging-bluefin.p2pemanager.com/forgot?

code=eylhbGciOiJIUzl 1NilsInRScCl 6 kpXVCI9. eylpYXQIOJEONzQzOTc2NjAsI mV4cCIEMTOINDMS0DI 2MCwic3ViljoidX
NlcmShbWuUifQ. 1Lt1WhVANFla2DExawEkaFBom1Ff TVOIUrBrkFmgEJU

If you did not expect this mail or have any questions, do not reply to this email. Please email service @bluefin.com or
call 800-675-6573 as soon as possible.

Thank youl

Bluefin Demo Merchant Support
bluefin.com/merchant-support
service@bluefin.com

675-6573 Option 2

Follow the instructions in the email:
1. Click the link in the email.
2. Create a new password.
3. Click Reset.
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https://cert-bluefin.p2pemanager.com/login

Reset password

User Name * usermname
Password * [ ......... 3
Password confirm * [ --------- 2

= -

Notification

The Notifications banner displays alerts from the administrator when published.

e Click the red notifications icon in the top right corner, to review and see a list of
unread notifications.

¢ Click Dismiss to remove it.

e Click Continue, to hide the notification banner.

System Motifications

& Donarrsinn Wt pran
Dwtais abosat MotScation I will Suplary Mo

Samply notification JF AfdEons delady will dangley hery

Crearmims Sabsct Al

You may also navigate to notifications, from Manage > System Notifications, to read or
dismiss a notification
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b‘ Blueﬁ n@ Dashboard [QFEUEWEEM Devices  Shipments  Attesiaions  Transactions  Repors ~ OptOut  Documentation  Contact Support

Manage System Notifications
Users Read

* Dismiss Notification Title

Locations No data available in table

Device Transfer

System Notifications

Account Settings

Managing Your Personal Settings
Your Personal Settings include:

e Profile: Update your name, email address or your default login landing page
(NOTE: Landing Page options are based on your user role.)

e Account: Update your password

e Security: Set up two-factor authentication

To access your personal settings, do the following:

1. In the top right corner, click the menu icon and select your name.

© AaronCAdmin

G Sign out

2. Select an option in the left column based on your preference.

Personal settings

Account

Security

3. Follow the prompts to update the information based on the option selected.
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Resetting Your Password (Forgotten Password)

If you forget your password, do the following:

1. From the login screen, enter your username and then click Forgot password.

Portal Login

User Name *

Password *

Forgot password

2. Follow the prompts to reset your password.

Client / Merchant Roles

o
g &
?'}& C)q- Qﬂ."g Qsé

& & D 5

83 (o) o o
Devices Manage Manage Manage View
Shipments Manage Manage View View
Attestations Conduct Conduct Conduct Conduct
Encrypted Transactions |View {No Access) (No Access) View
Reports Yes Yes Yes Yes
Equipment Yes (No Access) Yes (No Access)
Users Manage (No Access) (No Access) (No Access)
Locations Manage (No Access) (No Access) (No Access)
Device Transfer Manage (No Access) (No Access) (No Access)
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Menu Options at a Glance

" B I u eﬁ n® Dashboard Manage Devices Shipments Attestations Transactions Reports Opt Out Documentation Contact Support

The tabs at the top of the screen, provides access to different menu options, depending on
your level of access mentioned in Client/Merchant Roles table

Tab Description

Dashboard The dashboard displays a summary of your devices
and other useful information organized in “tiles.”

Manage Provides ability to Manage Users, Locations and
Device Transfers and System Notification

Devices Displays a summary of all devices.

Shipments Displays incoming shipments.

Attestations Displays Current Attestations, History and Future

Attestations.

Reports POI Chain of Custody, Client Transaction Summary,
Inventory Summary, User Report, Device Activity,
Device Receipt, Daily Report and Decryption Totals.

Documentation Provides documentation such as User Guides,
Instruction Manuals and Video Library

Customer Support Submit a help request online and review help contact
information.

Dashboard

The Dashboard is the first screen you’ll see after logging in. You can also navigate to it by
clicking the Dashboard tab at any time. The dashboard displays a summary of your devices
and other useful information organized in “tiles.”

Page | 10



DateFrom . Date To

#
E
-

El
Summary Information =
Davices Shippad devices by typa Attestations Due on 2 Devices User Count
Stored o PAX D210 T Serial No
Activated [ Augusta 5 1
Tamperad 1 Total b 30360 Apr: D
Malfunctioning [
Rma o

Total 1

Device Locations

The information displayed is dynamic based on the date range specified and includes the
following information:

Note: Based on the user role the dashboard information changes

Number of Devices by State

Number of Shipped devices by Device Type

Number of Devices due for Attestation

Number of P2PE Manager Users in your account monthly - User Count

Number of Devices by Location (active devices by country)

NOTE: When there’s a lot of data to summarize in any "tile", You may click on View button
to populate the data under the tile or click on Expand icon to enlarge a tile.

Device Locations

Ly
L

Device Locations Expand
1 locations 13 devices
United States 13 total devices 100.00%

Devices added in last year

Sep'18: 3 Oct'18:7 Nov '18 : 1
Dec'18:0 Jan'19:0 Feb'19:0
Mar 19 : 0 Apr'19:0 May "19 : 1
Jun'19:0 Jul'19:0 Aug'19:0
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Manage Tab

IMPORTANT: Administrative functions from the Manage tab are restricted to Client

Administrators.

Manage

Users
Locations
Device Transfer

System Notifications

Users

Select Manage and then click Users in the left column. A list of users displays.

Users
25 ¥ entries on page
* First Name Last Name Email

£ AaronC Admin p2pemanagerusemamea@gmail com

ra ChrisC Custodian p2pemanagerusemame@gmail com

' Francis Surfe p2pemanagemerchaniusen@gmail com
' Miel Surfa p2pemanagamerchantusar@gmail com
£ PatC Frocurement p2pemanagerusemame(@gmail com

ra Suri Surle p2pemanagerusermame@gmail. com

s Umat: User p2pemanagernizemama@gmail com

rd Your Mams youremail@examole.com

Use the column names at the top to sort the list.

Adding a User

1. Select Manage > Users and then click Create.
2. Enter the user’s information

Phone

+1 800-675-6573

+1 800-6T5-6573

+1800-675-6573

+1800-675 5573

+1 800-675-6573

+1 B00-675-6573
+1 800-675-6573

+1800-675-6573

Search:

User Name

AaronCAdmin

ChrisCCustodian

Franciz_ElueSurfResoris

Mial_blussurfresorts

PatCProcurement

Suri_BlueSuriResorts
UmaCUser

youmane

Role

Client Admin

Client
Custodian

Client
Procurement

Clignt
Custodian

Client
Procurement

Client Admin
Client User

Client User
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User details - << empty >> << empty >>

First Name *

First Name

Last Name *

Last Name
Email *
Email

Phone *

Bl +1 * Phone

User Name *

User Name
Active
Role *

<< Select Role >>

Send welcome email

o

* indicates required entry

3. Check the Active check box

T

<< Select Role >>

# Send welkome email

=
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4. Select a Role.

5. Click Send welcome email. (The user will receive an email with a link to access
the system. They will be prompted to update their password.)

6. Click Save when you're done.

Updating a User

To update a user’s information, click edit (the pencil icon) next to the appropriate name.
Edit the fields as needed and click Save when you’'re done.

NOTE: To deactivate a user, deselect the Active checkbox

Resetting a User's Password

To reset a user’s password, do the following:

1. Select Manage > Users.

2. Locate the user in the list and click Edit.

3. Select the checkbox next to Send welcome email. (The user will receive an
email with a link to access the system. They will be prompted to update their
password.)

4. Click Save.

NOTE: Users can also reset their own passwords from the login screen by clicking Forgot

password.

Locations
Adding Locations

You can use locations to “partition” a client. Example: Locations could be based on physical
location (Atlanta Office, Chicago Office) or internal departments (Front Desk, Cafeteria, Gift
Shop).

If a merchant wants location-based information to remain confidential, then separate clients
should be created so users in one location cannot see information about another location.

IMPORTANT: Decisions about adding a location or creating a separate client do not have to
consider whether a separate merchant ID or gateway ID is tied to these entities.

To add a location, do the following from the Manage tab:

1. Select Locations in the left column and then click Create.
2. Complete the information requested.
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Field Description

Partner Required

Client Required

Location Type Required. Select an option from the drop-down list.
Location Name Required. Enter a name for the location to easily

identify it. This name will be used in reports.

Name of Business Optional

Address Required. Street address, City, Postal code,
Country, State Province

Mail Address Optional

Contact Person Required. Enter First Name, Last Name, Email,
Phone

NOTE: The contact person does not have to be
the device custodian.

3. Check Active to enable the location.
4. Click Save when you're done.

Removing Locations

To remove a location, click the edit icon next to the location of your choice and then
deselect Active. Click Save when you're done.

Editing Locations

To edit a location, click the edit icon next to the location of your choice and then make your
changes. Click Save when you're done

Device Transfer

Transferring a Device between Custodians or Locations

IMPORTANT: These instructions only apply to active functioning devices. (If a device is
retired, lost, or stolen, these steps do not apply.) Additionally, this option is restricted to
Client Administrators and Client Custodians.

You can transfer a device to a different location if the device is moved. EXAMPLE: A device
is moved from the “Chicago Office” to the “San Francisco Office.”

Page | 15



You can also transfer a device’s custodian from one person to another. EXAMPLE: A
custodian changes job roles within the organization and is no longer overseeing device
compliance Or the custodian is no longer employed by the organization.

To transfer a device, do the following from the Devices tab:
1. Click Edit (pencil icon) next to the device you would like to transfer.
2. Click the Chain of Custody tab and then click Create.
3. Complete fields and click Save. Transfer Method:

a. Choose Manual if device is handed off or if someone else taking responsibility
for the device.

b. Choose Shipment if device is being mailed from one location or custodian to
another. Complete additional fields when prompted

Chain Of Custody - 321654

Location *

Transfer Method *

Custedian *

Complete Date

Notes

Transferring Devices in bulk between Locations

IMPORTANT: This functionality is restricted to following user roles: Client Administrators
and all Partner roles.

You can use Device Transfer to move devices in bulk from one Location record to another
Location under the same Partner and Client record.
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Device transfer

Transter Action *

Description

v fill " (limit of 500 rows per Hle

Choose File | No file chosen
Options

<< Selact Partner » - Qx

Prerequisite:

Create a CSV file with the following column headings: Serial Number, Location and
Device Type.

TIP: From Manage > Device Transfer you can download a Sample CSV.

A B C
1 SerialNumber Location DeviceType
2 |123AD33377 Company Location 1 SREDKey

3

To transfer devices to another location under the same Partner and Client
record, do the following from the Manage tab:

1. Select Device Transfer in the left column.
2. Click Choose File and navigate to your CSV file.
3. Click Upload when you're done.

NOTE: If devices were not successfully transferred, hover your mouse over the
Warning sign for an error description.

Page | 17



System Notification

The System Notification displays notifications from the administrator when published.

From Manage > System Notifications you can read or dismiss a notification

b‘ B I u eﬁ n® Dashboard [MUYEUEVCEN Devices  Shipments  Aftestations  Transactions  Reporis ~ OptOut  Documentation  Contact Support

Manage System Notifications

r
users “ Dismiss Notification Title Read

Locations No data available in table

Device Transfer

System Notifications

Shipments Tab

Shipments Tracking

NOTE: You will not see the device in P2PE Manager until the KIF injects the device and

uploads it to P2PE Manager.
Below are instructions for viewing device after it's shipped.

Access the Shipments tab. If your device has been shipped, it will be listed along with the

tracking number which you can use at the carrier’s website to track the shipment.

In-coming Shipments

&)

25 ~ entries on page Search:
& Client Carrier Tracking » Date Shipped
L Biue Surf Resorts FedEx 12345 11/2822018 3:45 PM
® Blue Surf Resorts FedEx 1051029 10/29/2018 12:00 PM
® Blue Surf Resorts FedEx 1021019 10/18/2018 12:00 PM

Date Received

101972018 12:47
PM
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Receiving and Activating Device

ﬁ Video Tutorial: For video tutorial on Device Activation
1.Go to Documentation Tab

2.Download P2PE Manager Device Activation v3.0.mp4 from Video Library section

Device activation

You will receive your device in the mail.

IMPORTANT: You must complete each of the steps below before you
can use your device!

Inspect your device and verify that the secure bag is sealed closed
and tamper free. If the device has been tampered with, follow the
steps for Tampered Device below.

I Do not open the secure bag on your device until you are ready to perform the following
steps.

QOverview

Step 1. Access the Point-to-Point Encryption (P2PE) Manager Online.
(https://bluefin.p2pemanager.com/login)

Step 2. Log Receipt of the Shipment (serial number and associated security seal number)
in the P2PE Manager online.

Step 3. Activate Your Device.

Step 1. Access the P2PE Manager Online

To log into P2PE Manager, do the following:
1. Access the P2PE Manager from a browser: P2PE Manager
(https://bluefin.p2pemanager.com/login)
2. Enter your login credentials. Customize your password if you haven't already done so.

TIP: Refer to your email for system credentials. (The email will be sent from “noreply@
p2pemanager.com” with the subject line: "Welcome to Bluefin’s P2PE Manager!”)
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https://bluefin.p2pemanager.com/login
https://bluefin.p2pemanager.com/login

€ Bluefin

The Leader in Payment Security

Portal Login
User Name * User Name
Password * Password

Forgot password

Step 2: Log Receipt of the Shipment

From your dashboard / home screen, you’ll see a notification about an open shipment:

BI Uef in BETEI(¢M Manage Devices  Shipments  Attestations  Tra
Payment Systems

Notifications

« There is an open shipment in your account that requires acceptance. Please receive it at your earliest convenience.

To log receipt of your shipment, do the following:

Optional: To Batch Receive the devices in a shipment, refer to Batch Receiving Devices.

1. Click the Shipments tab. Here you'll see all devices sent to you as shipments from
Bluefin.

Dashboard Manage Devices Shipments Inventory Reports Order Equipment  Deploy Equipment Opt Out

2. To document that you received the shipment, click the View icon ( ) next to
the appropriate item to see all the devices in this shipment
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Dashboard Manage Devices Shipments Inventory Reponts Order Equipment  Deploy Equipment Opt Out

In-coming Shipments Shipments

Al
25 E entries on page
Carrier *  Tracking

s < FedEx 5697 2562 2365

Showing 1to 1 of 1 entries

Match the serial number on the back of your device with the serial number displayed
online and then click Receive to open Receiving Device pop up box.

IMPORTANT: To read the serial number, open the secure bag and save the bag.
Remember, the secure bag should be sealed closed and tamper free. (For your own
reference, take a picture of the security seal with your smart phone.)

Serial
Number

Shipmenis

Allesiabions Tiansacions Repors Equipment Opll Oul Documentabon  Contact Suppor

Devices /
Recaved
* Sarial Numbar Alternate Fay Dwvics Mame Tarnpar Labsl Device Stxiw Recuived
Dats
123456 <€ NOL recemeds> in Tramsi Receive
123856 <2 (L PeCenels i Traesi Recane
1234567 € MOl recaheds > in Trassi Recaive

Showing 110 3 of 3 entries

Balch Recene
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4. Optional: On the Receiving Device pop up, click Auto Activate device only if you
are ready to activate and start using the device.
NOTE: To take advantage of this time saving option, you must select it before
entering the device serial number and tamper label.

5. From the secure packing around your device, locate the security seal number,
enter it into the Tamper label field and click Receive on the Receiving Device pop
up.

Receiving device 000030354

Serial number ®
Tamper label H
303541015

Auto Activate device

secun QL
S-E'CUl"it‘_f Seal || IEF”H!?B @ Cancel

NOTE:
e Perform the steps 3, 4 and 5 for each device you receive.
e The serial number is populated for you based on the device you selected in
#3 above.
6. Once received, notice that the Device State and Received Date fields are
updated.

d

_—

Devices
:i:::er “  Alternate Key Device Name Tamper Label Device State g:::ived
11115823 SREDKEY BF12345 Stored 25;2??16
11115824 SREDKEY BF12345 Stored gzgﬁfm

Step 3: Activate Your Device

NOTE: If you selected Auto Activate device, you can skip this step.

To activate your device, do the following:

1. Click the Devices tab. Here you’ll see all your devices.
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Dashboard Manage Devices Shipments Inventory Reports Order Equipment Deploy Equipment

"3

K4
2. Click the Edit icon ( ) next to the device you want to activate.
Dashboard Manage Devices Shipments Inventory Reports Crder Equipment Deploy Equipment
Devices
25 'v| entries on page
Serial Number 4 Alternate Key Name Device Type Device State

s 0135100005 SecuRED Activated

rs 11115823 SREDKEY SREDKey Stored

rd 11115824 SREDKEY SREDKey Stored

3. Click the Device State drop-down arrow and then select Activating.

Name

SREDKEY

Device State * k

Current State: Stored -:--: Change Device State »>

| << Change Device State >>

Device Type * Damaged
Retired
SREDKey Tampered
Malfunctioning
" Lost
Audit Next Date
In Repair

_ RMA k
5/18/2017
05/18/20 Activating

4. Optional: If you have multiple devices, you might want to enter a Name, so they
can be easily identified without the serial number. EXAMPLE: Lane 1, Workstation.

5. Click Save when you're done.
NOTE: After completing these steps, your device is how functional, and you can begin

processing transactions! Once you begin processing cards, your device will automatically
change from Activating to Active.
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Batch Receiving Devices

With P2PE Manager, you can Batch Receive devices by scanning them into the system.
Any scanner connected via USB/Serial or Ethernet will work with P2PEManager.

NOTE: Partners need to use the drop-down options at the top of the page and select a

Partner and Client first.

TIP: At the top of the Shipments page, the you can filter the list of shipments from the
drop down list: All, In-transit, Received

1. From the Shipments tab, select a shipment and then click Batch Receive.

°BIL[efin' Doshbosed  Mawps  Devess

Shipment details

At Al Tiineriam i,

vt S o st iy O (g e Bslichy s ol

Shipmanl
Chewri it Sl Flwsorty
Temsiorsy
Camar FadEn

Shaprmasnt Tyoa HOF Seperad
S Ol 1GrAS0E 12100 Pul

Dusde Roadamvund

Cicna

Receiving device

Ansreaie Ky

Scan or enter device serial number and tamper label if present. If device is matched

proceed next device

Matching options
Matching pattern *
Full Match v

Padding pattern *

Hone v

Matching length *

5 L

Padding length * Character *

10 v a

Serial number *

Tamper label

Auto Activate device

Progress

Close

Opl Ousl

Drvele Marme

e v iisdary

Ta=gar Latel

2% ol ppmeyedr

Coract Supge

Dl Suute

% Trafridl

B e
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2. Optional: Click Auto Activate device only if you are ready to activate and start
using the device now.

TIP: To take advantage of this time saving option, you must select it before scanning
your devices.

3. Scan the Serial Number. The whole serial number will be displayed.
NOTE: For Ingenico devices, P2PEManager will automatically find a match based
on the input from the Key Injection Facility (KIF.)

4. Scan the security seal humber. (This number might also be called the tamper
seal.) Wait for the green success message.

5. If you selected Auto Activate device, you're done! The Device State will display
as Activating.

If you did not select Auto Activate device, then the Device State will display as
Received. To continue, follow the below actions to activate device

Activate Your Device

To activate your device, do the following:

1. Click the Devices tab. Here you’'ll see all your devices.

Dashboard Manage Devices Shipments Inventory Reports Order Equipment Deploy Equipment
"
K4
2. Click the Edit icon ( ) next to the device you want to activate.
Dashboard Manage Devices Shipments nventory Reports Order Equipment Deploy Equipment
Devices
25 v| entries on page
/ Serial Number 4 Alternate Key Name Device Type Device State
s 0135100005 SecuRED Activated
rd 11115823 SREDKEY SREDKey Stored
4 11115824 SREDKEY SREDKey Stored

3. Click the Device State drop-down arrow and then select Activating.
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Name

SREDKEY
Device State * k
Current State: Stored | | << Ch ange Device State ==
, . =< Change Device State >>
Device Type Damaged
Retired
SREDKey Tampered
Malfunctioning
Audit Next Date Lost
In Repair

oA RMA (
1181201
051872017 Activating

4. Optional: If you have multiple devices, you might want to enter a Name, so they
can be easily identified without the serial number. EXAMPLE: Lane 1, Workstation.

LT

5. Click Save when you're done.

NOTE: After completing these steps, your device is how functional, and you can begin
processing transactions! Once you begin processing cards, your device will automatically
change from Activating to Active.

Receiving Device with Special Serial Number
Requirements

In special circumstances, P2PE Manager will also support the ability to configure how to match
a device's serial number.

From the Shipments tab, select a shipment and then click Batch Receive.
Enter the serial number. (Manual entry or scanner)
3. Select Matching Pattern based on your solution requirements.

a. Full Match

b. Partial Match from Start: Configure the Matching Length by counting from
the beginning of the serial number.

c. Partial Match from End: Configure the Matching Length by counting from
the End of the serial number

4. Select a Padding Pattern based on your solution requirements.
a. Pad on the Left: Configure the extra character length in the “Padding

Length” and then enter in the values in the "Character” field.
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b. Pad on the Right: Configure the extra character length in the “Padding
Length” and then enter in the values in the "Character” field.

5. Review the Matching options that display based on your configurations.

Receiving device

Matching options

Matching pattern * Matchung length

Padding pattern * Padding length * Character *

Sevtal number ¢ 12M48)° h

Tamper label

Auto Activate device

Progress

6. Wait for the green success message. The device will be marked as Received and
the progress bar will be completed.

Reporting a Tampered Device

Evidence of tampering might include one or more of the following:

The secure bag is not sealed closed.
The secure bag is damaged.
The “No Tear” sticker is broken or damaged.

Upon receipt of your device, if you suspect it has been tampered with, please contact
support immediately by Email: customerservice@forte.net or Phone: 866-290-5400
Option 5

Complete the steps in Device Activation above with the following changes:

a. Complete Steps 1 and 2 as written.

b. In Step 3 Click the Device State drop-down arrow and then select Tampered.
c. Click Save.
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Devices Tab

Click the Devices tab to see a summary of devices including serial number, name, device
type, device state, client, location, activation date, MID, virtual, and notes. To search for a
device, enter your search criteria in the Search field and then click Search.

et

NOTE: Shared devices display with a “sharing” icon:

Devices
A3Z Pariner « Q% Eue sudResors - <= Any Stale >> v m Click "Apply” button in order to get devices
25 v entries on page Search: csv
4 Serial Number Alternate Key Name -I?:;'i!ce Device State Client Name Location Name Activation Date Mid Virtual Notes
s 000030350 Registration PAXS300  Activating Blue SurResots iz Suf Resor No
s 000030351 Restaurant PAXDZ10  Activating Blue Surf Resots D118 Surf Resort No

Florida

£ 000030352 PAXS500  In Transit Blue SufResos  Diue Suf Resor No
Narth Carolina

e 000030353 PAX S500  Injected Blue Surf Resorts KIF No

£ 000030354 PAXS500  Stored Blue SufResos  Diue Suf Resor No
Narth Carolina

£ 000030385 PAX S500  Injected Blue Surf Resorts KIF No

You can filter the list by device state: Any State, Active States (default), or Non-Active States.

<< Active States »> W

Updating Devices
From the Devices tab, click Edit (pencil icon) next to the device you want to update.
The following fields can be updated. Click Save when you're done.
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Field Description

Name Enter a short name that allow you to easily identify the
device.

Example: “Lisa’s desk”, “Register 10”, or “front desk.”
TIP: Device names do not affect processing.

Device State Select an option from the drop-down list.

<= Change Device State >>

Damaged
Retired
Tampered
Malfunctioning
Lost

RMA

Stored

See Device State Definitions below for additional
details.

Attestation Period Select an option for device inspections. Refer to
Changing Device Attestation Date for details.

Audit Next Date Select a date for device inspections. Refer to Changing
Device Attestation Date for details.

Device State Definitions

The following is a summary of all device states. For more details about device status and
the impact of making various updates.

STATE CAN DEFINITION

PROCESS?
Activated YES Device is in hands of merchant and processing of cards
(Automatic) has begun (state change from "activating” to "active”

occurs automatically.)

NOTE: In Branded versions of P2PE Manager, if Allow
External Device Activation Mode is enabled by
the system administrator, then system users, partner
supervisors and client administrators can change a
device's state to Activated manually and via batch
upload.

Activating YES Device is in hands of merchant and ready to begin
processing cards
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Damaged NO Unit is inoperable due to physical damage.
In Repair NO Device needs to be removed from service for repair.
Lost NO Merchant does not know where device is.
Malfunctioning|NO Unit is inoperable or inconsistently operable for unknown
reasons.
The state is automatically triggered when the system
detects 10 consecutive decryption failures. Additionally,
an email alert is sent to the device custodian so they can
address this issue with Bluefin or their service provider.
Retired NO Merchant no longer wishes to use a device. If the
merchant closes their Bluefin account, all devices will be
marked as retired.
RMA NO Device needs to be returned to the KIF.
Return Merchandi . . . .
A:t:::iz:t:znan =€ NOTE: Use caution when selecting this state because it is
not reversable.
KIF will send return instructions to the merchant to
retrieve device that is not working correctly.
Related Information: "Return  Merchandise
Authorization Process" on the next page
Stored NO Device is in possession of merchant and stored in a
secure location, but not ready to begin processing cards.
Tampered NO If a merchant believes that a device was tampered with,

they must put the device in this state. Contact your
relationship manager or Bluefin Support for next steps.

Return Merchandise Authorization Process

IMPORTANT: The Return Merchandise Authorization (RMA) is an irreversible step!

If you discover that your device is malfunctioning or suspect it has been tampered with,
please contact support immediately by Email: customerservice@forte.net or Phone: 866-

290-5400 Option 5

Based on their guidance, if you are advised to return the device, do the following from the

Devices tab:

1. Click Edit (pencil icon) next to the device.
2. Change Device State to RMA.
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NOTE: A device can only be moved to RMA after it's been received.

Device State

Current State: Stored << Change Device State ==
g == Change Device State ==
Device Type" Damaged
| Retired
Ingenico iSC Touch 480 | Tampered
Malfunctioning
Client Lost

P H

IMPORTANT:

¢ When the device status is RMA, it will not process transactions.

e The device serial number will automatically be appended to include the date.

EXAMPLE:
Devices
DPX18 Partner Test v Q % <<SelectClient>> or << SelectKIF>> v | << Any State >»
25 v entries on page
* Serial Number Alternate Key Name ?::;ce Device State
d 111111111111:20200605194919:RMA | 9999999999999:20200605194913:RMA AugustaS RMA

Showing 1 to 1 of 1 entries (filtered from 5 total entries)

Viewing Device Details
Chain of Custody

From the Devices tab, click Edit (pencil icon) next to the device you want to review.

Click the chain of custody tab. It will display all custodians who were responsible for the
device.

NOTE: Usernames under column Created By and Custodian display with a hyperlink, so you
can see their contact information by clicking on hyperlink.
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Details Chain Of Custody History Lifecycle

Return PDF C3V

Transfer . Complete
v Create Date Created By Method Custodian Date Status
03/23/2021 1:01
: AL Thoremme it [nitial BF - I~ Not Completed
History

From the Devices tab, click Edit (pencil icon) next to the device you want to review.
Click the History tab. The device will be listed along with dates when the status changed.

NOTE: Usernames Under column User display with a hyperlink, so you can see their contact
information by clicking on hyperlink

Details Chain Of Custody History Lifecycle

Return PDF csv
User * Date Device State Notes

om0 FEOZTTOT ecieq

Thommmmmorit 1020101 siorea

03/24/2021 10:22
Thommemmmoitt Activating
Lifecycle

From the Devices tab, click Edit (pencil icon) next to the device you want to review.
Click the Lifecycle tab. The device will be listed along with dates when the device status
changed as well as the location and custodian.

NOTE: Usernames under the column Created By and Custodian display with a hyperlink, so
you can see their contact information by clicking on hyperlink.
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Details Chain Of Custody History Lifecycle

Serial: 15423 KIF BFKIF  Device Type: V400c, V400c Plus

Return PDF Csv

Created Device
Action “ Date Custodian Location Shipment Notes
By State

Change 03/23/2021 Theims

Injected BFKIF
Custody 1:01 AM ]
; Previous
Change 03/23/2021 o
State 1:01 AM ate:
Injected
2 Previous
Change 03/23/2021 o
State 1:01 AM i
Previous
Change 03/24/2021  Themms State:
e 1oz _ Activating
Current 02/17/2022 _
State 11:40 AM Activated
Inspections

PCI Compliance Regulations for Point-to-Point Encryption mandate that devices are
inspected annually. It requires that merchants using a P2PE solution inspect their devices
for tampering at least once per year. As per the PCI council, a device inspection should
accomplish the following:

e Determine that device has not been stolen

e Determine that device has not been tampered with

e Determine that device has not been removed and replaced with
a counterfeit device

Follow the instructions below to view reports of past inspections of the device.

1. From the Devices tab, click Edit (pencil icon) next to the device you want to
review.

2. Click the Inspections tab to see details of past inspections.

NOTE: Username under column Contact displayed with a hyperlink, so you can see their
contact information.
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Device details - 123456789

Complete
Date

Attestation Name Serial Number

05/31/2016

123456789

Inspection
p 6:49 AM
SR )4/20/201
20APR16 81152346 B
8:28 P
. 04/20/2016
wefe AN_SV 1

8:33 PM

Photo

Contact

*Client
Admin

Tim Tester

Tim Tester

CsV || PDF

Notes

Device casing
interfaces, and
connections inspected

S/N verified

Test Device inspection

Werwerger

Related Information: For instructions to conduct and log an inspection, see Device

Attestations below.

Attestations

Shortly before a device needs to be inspected and attested to, you will receive an email

notification. (The email includes device serial

number and

location.) Additionally, a

notification is displayed the dashboard. To inspect the device, follow the instructions on

Inspections under the Device Tab

Inventory devices

Serial Number Alternate Key

An_SV_2

Past Due Attestations

Device State

Assigned

It shows devices list that are past due date for device attestation date

1. Click the Attestations tab.

2. Select Past Due Attestations in the left column.

» Audit Next Date

082072016 12:00 AM
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Attestations

Past Due Attestations

Upcoming Aftestations

Completed Attestations

3. Select the checkbox next to the device(s).

Past Due Attestations

25 v entries on page

O Serial Number Alternate Key + PastDueDate
(m) 100200300 08/18/2021 4:08 PM
O 100200301 08/18/2021 4:08 PM
O 231231231 07/23/2021 12:27 PM

Complete Attestation Send a Reminder

@ Serial Number
@ 30359

Showing 1 to 1 of 1 entries

Complete Attestation

Click Complete Attestation.

vk

agreement checkbox.

Send a Remainder : functionality need to be updated

Search:

Contact

Jaclyn Kelly
Jaclyn Kelly

Jaclyn Kelly

Inspect the device(s), provide the information requested and select the

| PDF H csv

Device State
Activating
Activating
Activating
Previous Next

Page | 35



Create Attestation

Name *

[ annual 2016 v ]

Notes

| have thoroughly inspected the device and determined that it has indeed not been tampered with | v

A

Photos
An_SV_2 Choose File |No file chosen

¥ | acknowledge | have read associated attestation document, and I'm liable the terms of

the attestation agreement.
.

* indicates required entry

6. Optional: Based on your preference, you can upload one image. Click Choose
File and then navigate your network to select the image file.

NOTE: The following file types can be selected: .jpg, .jpeg, .png. (Maximum file
size = 25 MB)
7. Click Save when you're done.

Upcoming Attestations

1. Navigate to the Attestations tab
2. Click Upcoming Attestations in the left column.

h B I ueﬁ |"‘CD Dashboard Devices Shipments Attestations Reports  Documentation  Contact Support

Attestations Upcoming Attestations

Past Due Aftestations

Upcoming 25 ~ entries on page Search: PDF || csv
Attestations

] Serial Number Alternate Key 4 Audit Next Date Device Attestation Period Contact Device State
Completed
Attestations

No data available in table

Showing 0 to 0 of 0 entries

Review the Audit Next Date for the next date the device is scheduled to be audited.

Previous Next

1. Select the checkbox next to the device(s).
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@ Serial Number
@ 30359

Showing 1 to 1 of 1 entries

2. Click Complete Attestation.

3. Inspect the device(s), provide the information requested and select the
agreement checkbox.

Create Attestation

Name *
[ annual 2016 ¥ 4 J
Notes
| have thoroughly inspected the device and determined that it has indeed not been tampered with | v
y
Photos
An_SV_2 | Choose File |No file chosen

# | acknowledge | have read associated attestation document, and I'm liable the terms of

the attestation agreement.

* indicates required entry

4. Optional: Based on your preference, you can upload one image. Click Choose
File and then navigate your network to select the image file.

NOTE: The following file types can be selected: .jpg, .jpeg, .png. (Maximum file
size = 25 MB)
5. Click Save when you’re done.

Completed Attestations

1. Navigate to the Attestations tab

2. Click Completed Attestations in the left column.

3. Enter a date range, select a POI, custodian or location based on your
preference

4. The list of devices for the selected date range and filters are displayed
5. The information displayed includes:
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Device serial number, Attestation Name, Completed Date, who performed
attestation, Notes.

Completed Attestations

From | 03/04/2021 00:00:00 B To | 03/04/2022 235959 =

25 ~ entries on page Search: PDF csv
Serial Number * Alternate Key Attestation Name Completed Date Performed by Notes Photo
000030356 2021 Q1 guzzfzom b AaronC Admin View
WPC202829001696 2021 Attestation 2?;04[2021 100210 Jack Kelly View
000030354 October 2021 e S Jack Kelly View

AM

6. Click on PDF or CSV to download the report in required format.

Changing Device Attestation Date

PCl standards indicate a device should be inspected at least once per year, but some merchants
choose to inspect devices more often. Other merchants do inspections once per year but will
adjust initial inspection dates to make sure that inspections of all devices are done on the same
day. The attestation date can be modified from the Device tab. To change or set the device
attestation date, you must:

1. Navigate to the Devices tab. All devices will be listed.

2. Click Edit (pencil icon) next to the device you want to edit.

3. You can set the attestation period frequency by selecting an option from the
“Attestation Period” drop-down. Note: Based on your selection, the system will
prompt you to perform the attestation.

Attestation Period @

Configuration Based (Yearly)

Monthly
3 months
6 months

9 months
Yearly

4. Optional. Update the Audit Next Date based on your preference and click Save
when done.
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Audit Next Date

09/29/2016

Activation Date

il

03/26/2015

Firmware Version

1.0

Firmware Update Date

il

03/26/2015

Batch Process: Change Device Attestation Date

You can change the device attestation date for a group of devices (up to 500) from Attestation
> Upcoming Attestation list.

1. Select the devices and then click Update. NOTE: You can select up to 500 devices.

¥ Show only devices which have next attestation in the future

25 ¥ entries on page

Serial Number Alternate Key
v 30358
) 30360

30357

30356

Showing 1 to 4 of 4 entries

Aftestation Batch Update

2. Update the information as appropriate for Audit Next Date and Attestation Period.
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Attestation Next Date Batch Update

Number of affected device(s) is 2
Audit Next Date

01/05/2019 12:00 B

Attestation Period @

Configuration based (Yearly) v

3. Click Save when you're done.

Reports

P2PE Manager Merchant allows you to generate multiple reports based on your requirement.
The reports available are:

POI Chain of Custody

Client Transaction Summary
Inventory Summary

User Report

Device Activity

Device Receipt

Daily Report

Decryption Totals

POl Chain of Custody Report

To generate a report that shows every device with a custodian affiliated with your
organization, do the following:

Select Reports > POI Chain of Custody Report. (Point of Interaction = POI)
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Reports Opt Ot Documantation Contact Suppor

Report POI Chain of Custody Report

POl G Ci
POI Chain of Custody Dote From . Date To B

Chent Transachon Summary

< & PO »»
nveniony Summary
«« AR Custodans »»

Biue Surf Resort Florda

Apply

FOF = Csv

Serial Ahermate " State | Postal
Model Nuomber Key » Dater of Event Location Addioss Ciny ol Codi Country Custodian Status

1. Enter a date range, select a POI, custodian or location based on your preference.

Date From 08012018 12.00-00 =] h ot ST B & h

<< All POls >>

<< Al Custodians >>

<< All Locations >>

2. Click Apply.
3. The list of devices for the selected date range and filters are displayed.
4. Click on PDF or CSV to download the report in required format.

Client Transaction Summary Report
€Bluefin

Client Transaction Summary
D Frowm = Dtz = Csearch based on UTC m

Search: FoF | c=v

. Divact Toul Toul S0ES/CEC  GDESIECE  BOS RSAR040 AESAEE
Partrer Clent Locstion - MED — o oo b

3IDES/ 8PS RSAGME  AESAZR  Tomsl Davica
Fartner Messages  Decripd Bad Bad Bau didate:

S0ES/
CBE Bax ECE Bad

Mo dizea avtasle in table

To create the Client Transaction Summary report, do the following:
1. Click the Reports > Client Transaction Summary

2. Enter the date range.

3. Click Apply. The report will display.

4. Click on PDF or CSV to download the report in required format.

Inventory Summary

To generate a report that shows totals by device type and organization, do the following:
1. Click the Reports tab.
2. Click Inventory Summary in the left menu.
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3. The report shows your inventory by device type (total number per device type)

and by status (total number of devices by status)
4.Click on PDF or CSV to download the report in required format.

Inventory By Type

Device Type
SecuRED
SREDKey
Showing 1 to 2 of 2 entries

Inventory By Status

Device Status
Activated
Activating

Lost

- Total

& Total

User Report

Select Reports > User Report to track user activity. The information displayed includes:
user contact info, partner and client relationship, individual role, path and the user’s active/

inactive status.

Click on PDF or CSV to download the report in required format

User Report
25 + entries on page Search:

v User Name Email Phone Partner Direct Client Role
Name Partner

‘ FDF H Ccsv ‘

Path

Activ
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Device Activity

The Device Activity Report displays serial number, model (device type), device location,
status, date/time of first use, date/time of last use and device custodian.

To create this report, click Reports > Device Activity.

€ Bhuefiry
Raport

Devics Activity

Devica Activity
2 | mntres onpags Sumh; FDF | cay |
+ Serich No. Albsrrate Key Modal Lecation Partner Sann o Addrews Country First Use ﬁ::‘““’"
WRGZIRZINNGE Warepad 2 Kakiohn 22 Pasimr Ahonn Lﬁf.am.maga:om 15
DevicaDelets Auguata & :“':ki"'m’”"' RIT Farver In Transit '5"‘";‘;; e s Surl Surle
0340 AU 0210 :‘::;‘:m”— ol o parrer Fehuating :‘i;:f:;";‘;;tﬁlﬂ us S Surte
0350 P 210 - 422 Packar Tanpaed ¥ rane B Sur Sura
0358204305251 4 30K CHFER FAX D10 E‘:x(;"'m'”' AZZFarrer Corp Transfer ;?;;:amm B s ::F
0358 2NVGTIIE CHFER P 210 e RN, o Pt Corp Transter . 15 .

NOTE: You can display All devices and then export the list for inventory purposes.
Click on PDF or CSV to download the report in required format

Device Receipt

The Device Activity Report displays Partner name, Client name, Device types, Total Device
Count, Missed Device Count, date of Last shipments.

To create this report,

1

2.
3.
4

click Reports>Device Receipt to know about shipments.
Select Number of days from drop down list

click Apply.
Click on PDF or CSV to download the report in required format
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Device Receipt Report

30+ Days v
Device Receipt
25 ~ entries on page Search:
. E Total Device Missed Device

v Partner Name Client Name Device Type(s) Pa— it
ABO,A77,A80,A920,A920Pro, Augusta
S,Bluepad-50,0210,iUC

A2Z Partner Blue Surf Resorts d H : 54 0

285,5300,5500,SREDKey, SREDkey
2,V400c, V400c Plus,VP6300,Wisepad 2

PDF || csv

Date of Last
Shipment

01/14/20239:15 AM

Showing 1 to 1 of 1 entries

Daily Report

Previous - Next

Select Reports > Daily Report. The information displayed includes decryption requests

for the specified time based on your preference

Daily Report
£22Ponar - ]Q | s |20 oszann oot | & Dot womamzen | @ | OSeorch based on UTC S
Daily Report
25 | ontes onpage J—
CCledame MasageD  Ratermoe o et P— P— — e - Sed Mo Dwbe , Puine :“:“"3',
otz etz n e
Shoninn 010 f 0 entrics o
Click on PDF or CSV to download the report in required format
Decryption Totals Report
You can use the Decryption Totals report to audit your monthly invoice.
I BayConax-OSAPI e |Q % | <<SewctClnt>» Any v | DaleFromr = 04012019 000000 B DateTo | os1s201w23505 B Day v

ﬂﬂ

1145,
100

100

B 8§ 8 B8 48 8

L=l camaEe c403201% Stz LeDaz0w caDaZg s4neme

Tramsacton DiseTime

SaTeIMe 04102018 o120 banzae

|

04122018 pataznt

Page | 44



Select Reports > Decryption Totals. The information displayed summarizes decryption
totals in a bar chart. You can filter by type of decryption and specify a date range. This
information is dynamic and based on the parameters set at the top of the page.

TIP: You can hover your mouse over a bar in the chart to see information at-a-glance.

Click on PDF or CSV to download the report in required format

Documentation

The Documentation tab provides access to User Guides, Instruction Manuals and Video
Library.

Cotuet

Documentation
1812041

User Guides P2PE Instruction Manuals

Downloading and Viewing PDF Files

To download the a .pdf file, click the download icon to the left of the document name:

Appendix A IDtech SecuRED

v1.1.pdf

Depending on your browser, the file will automatically download to your local drive, or you
will be prompted to Open/Save the file.

View the file from your local Downloads folder or depending on your browser, view it
directly from the browser.

Downloading and Viewing Video Files

To download a video (.mp4 file), click the download icon to the left of the file name:
Equipment Tab Overview.mpd

NOTE: Video file types are: .mp4 or .wav.
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Depending on your browser, the video will automatically download to your local drive, or
you will be prompted to Open/Save the file. (NOTE: Some browsers might have the option
to Save link as ... or Save targetas ...)

You can watch the video by launching the file from your local Downloads folder or
depending on your browser, view it from the browser

Contact

For assistance on device integration, reach out to our Integration Team at
EMAIL EquipmentQuestions@forte.net

PHONE: 866-290-5400

Option 5 for Technical Support

Option 4 for Equipment Service
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